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ABSTRACT— Generalized signcryption can adaptively work as a signcryption scheme, a signature scheme or an
encryption scheme jointly with only one algorithm. It is very suitable for the storage constrained environments,
like smart card, the embedded system and wireless sensor networks. In this paper, we proposed an identity based
multi —receiver generalized signcryption. We also prove the security of the proposed scheme in the simplified
modal under the g-DHIP and g-BDHIP.
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1. INTRODUCTION

Zheng [1] introduced the concept of signcryption in 1997. Signcryption can realize signature and encryption
simultaneously with lower computational costs and communication overheads than the traditional sign-then-encrypt
approach. Since then, many public key signcryption schemes have been proposed [2-4].

Identity based cryptography first introduced, in 1984 by Shamir [5]. In this system, public keys of user’s can be
calculated from their identities information such as name, email addresses, or IP addresses. Private keys of users
generated by a trusted third party, called a private key generator (PKG). The first identity based signature scheme was
introduced by Shamir [5] in 1984. Bonech and Franklin [6] first introduce identity based encryption scheme in 2001. In
2002 Malone Lee [7] proposed the first identity-based signcryption scheme and they also gave the security model. Many
identity based signcryption schemes have been proposed after [7]. Some of them are [8-16].

The concept of generalized signcryption scheme proposed by Han et al. [17]; which can work as an encryption
scheme or a signature scheme or a signcryption scheme as per need. Wang et al. [18] gave the first security model and
revised Han et al. [17]; scheme. In 2008, Lal et al. [18] proposed the first identity based generalized signcryption scheme
along with security model. In 2010,Yu et al. [19] pointed out Lal et al. [18] security model is not complete, then they
modified the security model. Later, Kushwah et al. [20] simplified Yu et al. [19] security model and gave another
efficient identity based generalized signcryption scheme. Since then many identity based generalized signcryption
scheme have been proposed [21, 22, 23, 24].

All of the schemes [17-24] are suitable for one receiver scenario. Han [25] first proposed multi-receiver GSC
scheme, but this scheme is a trivial n-receiver scheme that runs generalized signcryption repeatedly n times. Han [26]
proposed a multi- receiver generalized signcryption scheme in 2009. In 2012, Zhou [27] proposed Cryptanalysis and
Improvement of a Multi-Receiver Generalized Signcryption Scheme. In 2014, Zhou [28] proposed identity based multi-
receiver GSC scheme. In 2015, Cai-Xue Zhou [29] proposed an improved multi-receiver generalized signcryption
scheme based on CDH problem. In 2015, Mishra [30] pointed out that Han et al.'s [26] multi-receiver GSC scheme is not
IND-CCAZ2 secure in the pure encryption mode and hybrid encryption mode and proposed a study on improvement of
multi-receiver generalized signcryption scheme.

In this paper, we proposed an identity based multi-receiver generalized signcryption scheme. Using the Kushwah et
al. [26] scheme we also prove the security of the scheme in the simplified model under the hardness of gq-DHIP and g-
BDHIP. The Rest of the paper is organized as follows. In section 2, we define some preliminaries related to this paper.
Section 3 presents formal model of identity based multi-receiver generalized signcryption schemes and security model. In
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section 4, we give the proposed IBMGSC scheme. Section 5 analyzes the security of proposed scheme. Finally,
conclusions are present in section 6.

2. PRELIMINARIES

Definition 1. (Bilinear Pairing). Let G1 and G2 be two multiplicative cyclic groups of prime order g. A bilinear map
e:G, xG, — G, satisfies the following properties:
Bilinearity: e(aP,bQ) =e(P,Q)* forall P,QeG,, a,be Z,.
Non-degeneracy: There exists P,Q € G, , such that e(P,Q) = 1.
Computability: There exits an efficient algorithm to compute (P, Q) , for all P,Q € G, .
Definition2. g-Diffie —Hellman inversion problem. Given (g +1) tuple (P,aP,a’P,.......... ,a’P)

1
to compute — P is known as g-DHIP.
a
Definition3. g-Bilinear Diffie —Hellman inversion problem. Given (q +1) tuple (P, aP, a’P,..... ,a%P) to

1
compute — P is known as g-DHIP.
a

FORMAL MODEL OF IDENTITY BASED MULTI-RECEIVER GENERALIZED SIGNCRYPTION
(IBMGSC) SCHEMES

Generic Scheme

An identity based multi- receiver generalized signcryption scheme consists of the following four algorithms:
Setup: Given a security parameter Kk, the private key generator (PKG) generates system parameters params and a master
key s. params is made public while s is kept secret.

Key generation: Given input params, master secret key and a user’s identity P,Q € G, , it outputs a partial private key
D, corresponding to 1D .

IBMGSC: To send a message M, (i =1,...n) from a sender S to receivers R, (i =1,....n), this algorithm takes input
(Ds,m;, ID, IDg ) and out puts ciphertext o = IBMGSC(Dg,m;, IDs, 1Dy ).

IBMGUSC: This algorithm takes the input (o, Dy, , IDs, IDg, ) and outputs m; and valid if o is a valid multi-receiver

generalized signcryption of M, done by sender S to receivers R, (i=1,...Nn), otherwise L if o is not valid.
There is no specific sender (or receivers) when we only encrypt (or sign) a message using IBMGSC. We denote the
absence of sender (or receivers’) by ID(p.To only sign or encrypt a messageM;, use IDRi = ID(por

IDs = ID, respectively. Therefore, when ID; = ID,,, IBMGSC becomes a signature scheme and output of IBMGSC
algorithm is a signature of sender 1Dgon the message m; and when IDg = ID(/), IBMGSC becomes an encryption
scheme and output of the IBMGSC algorithm is merely an encryption of message M, for receiverIDRi. If

IDRi # IDQ or IDg # ID(/), then IBGSC works as the signcryption scheme. Thus IBMGSC works in three modes via
signcryption mode, encryption-only mode and signature-only mode.

Security Model

The security notions for signcryption scheme are indistinguishability against adaptive chosen ciphertext attack (IND-SC-
CCA2) and existential unforgeability against adaptive chosen message attack (EUF-SC-CMA). WE modify these
definitions to adapt for the multi-recevier GSC scheme. Namely, a multi-recevier GSC scheme should satisfy
confidentiality (IND-MGSC-CCAZ2) and unforgeability (EUF-MGSC-CMA).
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Definition 4. A multi-receiver GSC scheme is said to be IND-MGSC-CCAZ2 secure if no probabilistic polynomial time
adversary has a non-negligible advantage in following game.

The challenger C runs Setup algorithm to generate the system public parameters and to generate multiple key pairs
(DSi , IDSi )where (i=1,...n). Dlji is kept secret while IDL*Ji is given to adversary A. These key pairs are the
challenge key pairs.

Phase 1: A makes polynomially bounded number of queries to the following oracles.

MGSC Oracle: A produces message M ={m., i =1,...n} and n arbitrary public keys IDSi and requires the

result of the operation o = |\/|GSC(D;J M, IDy, ) for an attacked user’s private key D;J ,(j=1,..n). Challenger
C runs MGSC algorithm and returns the output o to A.
MGUSC Oracle: A produces a ciphertexto , an arbitrary public key D of the sender and requires the result of

MGUSC (o, DGi , ID; ) for the attacked user’s private key DSJ ,(j =1,..n). C runs MGUSC algorithm and returns
the output of MGUSC to A.

Challenge: A produces two message vectors My ={m;., i =1,...n}and M, ={m, i =1,...n}, an arbitrary
private key Dy, B flips a coin b € {0, L}to compute a ciphertext

o =MGSC(M,, |DSi ,D;) under the attacked user’s public keys |DljJ (j=1..n). B retum o to a as a

challenge.
Phase 2: A is allowed to make polynomially bounded number of new queries as in phase 1 with the restriction that

A should not query the MGUSC (&, Dai ,ID;).

Guess: At the end of this game, A outputs a bit b’. A wins the game if b =b" .A’s advantage is defined as follows:
AdV IAND—MGSC—CCA2: 2 Pl’[b — bi] _1.

Definition 5. A multi-receiver GSC scheme is said to be EUF-MGSC-CMA secure if no probabilistic polynomial time
adversary has a non-negligible advantage in following game.

The challenger C runs Setup algorithm to generate the system public parameters and to generate multiple key pairs
(DSi , IDGi ), (i=1...n). Dai is kept secret while IDJI is given to adversary A. The key pair cannot be null and is
considered as the challenge key pair.

Attack: A can adaptively perform queries to the oracles as those defined in Definition 4.

Forgery: At the end of the game, A produces a ciphertext o and n arbitrary receiver’s key pairs
(D; : ID;i ),(i =1,..n). A wins the game if the result of MGUSC (&, D; ,ID;) is a valid message M. under the

attacked users public key ID; and the i-th receivers secret key D;i and o is not the output of

MGSC( D; M *, |DRi) M7= {mf, m;,...m:}. A’s advantage is its probability of victory.

4. PROPOSED IBMGSC SCHEME
In this section based on Kushwah et al. [26] scheme, we will propose an identity based multi-receiver generalized
signcryption scheme.

Set up: Let k be a secure parameter, g be a k bit prime, the PKG chooses two solve G1 and G2 of same prime order g, a
bilinear map €:G,xG, >G,and P is a generator of G,.PKG computes ¢ =e(P,P)and defines
H, {03 —>Z, H, {0.3""" >z, H,{og"er s 70 H, {03 -»>{og"r s,
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where K, K,and k;denote the number of bits to represent elements of G,,G,and identity respectively and n is the
message bit length. Now PKG chooses S €, Z; as the master key and set Py, = SP .Publishes the system parameters

{G,,G,,q,n,P,P,,,6,9,H,,H,,H,;,H,}.In order to get adaptive outputs we define a function f such that
f(ID)=0if ID = ID,else f(ID)=1.

Keygen: For given 1D, PKG computes user U private key D, = (Q,, + S)'P, where Q, =H,(ID) .For ID,,
we set D¢ = 0 € G is the zero element.
IBMGSC: To signcrypt message vector M ={m, /mi e{0,1}",i =1,2,...1}to the intended receiver procedure.

Picks randomly I €, Z and computes b=g"

Fori=1,2...1
Computes I'=H,(m;,b, ID,, IDRi)
X; =1 f(IDg )Ty

Where T, = H,(IDg )P+ Py, . Notethat X; =0if R, =¢
Vi =Hz(m;,b, X;, IDg , 1Dy )
z; = (r+V;)Dy
yi =m; bl z || 1Dy ®{H,(g") f(IDg )}
Return o = (y;, X;)

IBMGUSS: When receiving o, the receiver R;, gets his signcryption o; = (yi , Xi) and performs the following
steps:
Recovers M, || b| z, || IDg =Y, if X; =0 otherwise

Computes W, =e(X;, Dy )and recovers m; || bl z; | IDs =y; ®(H,(w;) f (1D )

If z; =0 computes ri' =H,(m;,b, ID, IDg ) and accepts the message iff X; =1 f (IDg )T,
Otherwise compute V; = Hy(m;,b, X;, 1D, IDg ) and accepts the message iff
e(z;,H,(IDs)P+Py,)g ™ =b.

Consistency:
w, =e(X;,Dg)=e(rT;,Ds)

—e(F/(Qq )P, (Qq +5)'P)
—e(P,P)"
= gri'

V.
i
e(zi , Hl(IDS)P+ P

Pub)g
=e((r+v,)Dy, (QS+S)P)g_Vi
=e((r+v;) (Q, +s)"'P, (Q, +s)P)g™
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— e((P, P) (r+v;) g—vi
— g(f+Vi) g—Vi

= gl’

=b

5. SECURITY ANALYSIS

Theorem 1 (Message Confidentiality). In the random oracle model with secure parameter k, if an adversary A has non-
negligible advantage & against the IND-MGSC-CCAZ2 security of the multi-receiver GSC scheme running in time t and

performs Q,, 4, IBMGSC queries, IBMGUSC queries respectively to oracles H, (i =1,2,3,4), then there exists an
algorithm B that solve the q-BDHIP problem for g = ap, - with probability
+
&> & (:I-_CI_LIi (1_ qe(qe 3 qm)j
dy, (9, +9.) 2 2
with atime t' <t+0(q, +0,)t, +O(a: )t +O(g,)t

Where t,,,, t,,; and t are the time for an exponentiation in G, , amultiplication in G, and for a pairing computation.

multi exp

1
Proof. We show how adversary A used to build a simulator B that attempts to extract €(P,P)%on

input (P, aP,a’P,...a*P).

Preparation phase: First B selects | {L,....... 0y, } elements 4, e Z;,

s XoreweeeeXias Xisaoeees Xq €r Z; and generate the polynomial P (X)=ITi;., (X+ %;) to find the coefficient
B Po e B €, Z;such thap(X)=>953 x'. B also computes A4=4 -y € Z; for
i=1....... I1-11+1,...,q. Now B sets G=>1 B (; P)=p(a)Pas a public generator of G,and computes

random element U € G,as U=Y37 S_ (a' P)=aG . Here we know that B have no information about a. After that

B computes P, (X)=ﬂ=q§di X' and for i=1,....... 1-11+1,...,q
(X+x) 0
L= P9 @)p=Yu,@'P)
(a+ 1) (a+ 1) i=0

. 1 .
Thus B can compute —1= (¢, —1pairs (;(i D, = ———G) by the last term of the above equation. The system
! a+y,
wide public key P,is chosen as P,,=-U-14G=(-a—4)Gwith private key which is
* - 1
unknownz =—a — 4 € Z,. Forall i=1,....... 1-1,1+1,...,q,Bhave (4 ,—D;)=(4 ,/1—G).
itz

Now using input (G, Ppub) , B starts the interaction with A. Here A asks the queries to B throughout the simulation.

Simulator: (H, ,H,,H,,H,)

B maintains lists L, L,,L;, L, for the random oracles H,, H,, H,, H, . B initializes 77 toland starts answering A’s
queries as follows.
H, Queries: It takes input ID. B answers iﬂ to the 77th one such query and increment7 . B sets the identity 1D

asID,].
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H, Queries: It takes input (m;,b, IDg , ID,7i ). B checks the listL, it returns a previous value if it exists.
Otherwise it chooses a random h, € Z; and returns this value as the answer. It also store this value in the list L, .

H , Queries: It takes input (m;,b, X;, ID§, ID,7i ). B checks the listL,, it returns a previous value if it exists.
Otherwise it chooses a random h, € Z; and returns this value as the answer. It also stores this value in the list L, .

H, Queries: It takes input " B checks the list L, , it returns a previous value if it exists. Otherwise it chooses a

random h,, € {0,1}""™ and returns this value as the answer. It also stores this value in the list L .
Keygen queries: It takes input an identity |D,7A . B fails if 77, =1 otherwise it knows that Hl(IDni )= ﬂ’m and returns

_D:1

_ G.
g A, +1

IBMGSC queries: It takes input a plain text m; and (ID;, ID; )= (1D, ID, ) where &,7; € {].,....,qhi } If &=1,
B knows the sender’s private key of 1D cis — D§ and can answer the query by following the specification of the
IBMGSC algorithm. So we assume that £ = | , then B does the following:

V,eg Z,and 7; €, G,

Compute €(z;,H,(ID,)G +P,,,)e(G,G) ™" =b

Simulates H,as H,(m;,b,1D,, 1D, ) = I, and store in the list L, .

Computes X; =, T, where T, =H,(ID,)G+P,,

Set H(m;,b, X;,1D;,ID, ) =V, andstore in L, list.

Simulate H, as H4(e(G,G)”‘)= h, and store in L, list.

Computes Yy, =m; [[b| z; | 1D, ®{h, f(ID, )}

Returns o = (Y;, X;)
Note that if 1D, =1D,, B answer the IBMGSC query in same way using 1D, in place of 1D, and return the
signature (M || b z; || ID,,0). Also B fails if His already defined but this happens with a probability smaller

i (e qh%k |

IBMGUSC queries: It takes input a ciphertext (Y;, X;)and a receivers identity ID, . 1f 1D, # ID;. Then B knows
receivers private key of ID”i is — Dm, B runs the algorithm normally and returns the output to A. Also if
ID”i = ID(p then B is able to given an appropriate answer to A. If IDm = ID, then B rejects the ciphertext. Across the
whole game an inappropriate rejection occurs with probability at most Q, /2k .At the end of challenge phase, A produce
two message vectors M, ={m,;,i =1,......,n), M, ={m,, ,i=1,......,n)and identity (I1Dy, ID;) such that she
has not made key gen queries on ID;. Then Adversary A will choose ID; =1D,. If ID;i # ID, , B aborts the

simulation. Otherwise it picks & € Z,, Y, €q {0, to return the challenge & =(y,, X,) where

X, ==&, G e G, .If we define O = 9&% and since Z=—a — A |, we can check that
X;==6G =-ao6G =(4+2)6G =04 G+5P,,.

A cannot recognize that & is not a valid ciphertext unless she queries H, , H or H ,on e(G, G)? . Also in the guess
stage, her view is simulated as before and her eventual output is ignored.
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To produce a result, B fetches a random record from the L, list. As L, contains no more than (qm +q,) records

by construction thus with probability B chooses the record which will contain the right element

(qh4 + qe) ,
e(G,G)° =e(P,P)"“<'“where G = p(cr)P . The g-BDHIP solution can be extracted as follows. If

(G0 =@V o $p.4@P) AP | o 655, (0 P
i -
In an analysis of B’s advantage, following events will causje B to abort the simulation:
E, : Adoes not choose to be challenge on 1D,
E, :akeygen query is made on ID,
E, : B aborts in the IBMGSC query because of a collision on H,.
E, : Brejects a valid ciphertext at some point of the game.
We clearly have probability Pr{—E,]=1/q,

And we know that —E; implies —E, . Also
PrIE;] < q. (d, +a,,)/2" and Pr[E,]<q, /2",

+
Thus we find that Pr[—E, A —E, A —E,] Si(l—g—‘;) .[l—w]
by

1
Also the probability that selects the correct record from the L,is —————. Therefore the advantage of B is

(@, +05,)
&'> & (1_q_|; (1_ Q. (qe:_qhg)j.
th(qh4 +qe) 2 2

The time bound is obtained as there are o(qﬁl)multiplication in the preparation phase, o(d, +q,) pairing

computations and o (0, ) exponentiations in G, .
Theorem 2 (Signature Unforgeability). Assume that there is an EUF-CMA adversary A against the proposed IBMGSC
scheme. Also assume that A produce a forgery with probability & >10(q, +1)(q, + 4, )/ 2" when asking gy, queries

to the random oracles H, (i =1,2,3,4) and q,,q, IBMGUSC queries respectively, within the time t. Then there is an
algorithm B to solve the g-BDHIP for = ap, in the expected time
t''<120684,, Gy, (t+0 (0, +0,)t, +0(0, Uy ) te ) 6L =1/2°) +0(ay, )

Where t,,, T, and t, are the same as in Theorem 1.

Proof. Proof is the combination of the following two lemmas.

Lemma 1. Assume that there is a forger A for an adaptively chosen message and identity attack having advantage

€ against our scheme when asking |, queries to the random oracles H, (1=12,34)

and g, (, IBMGSC queries, IDBMGUSC queries respectively. Then there exists an algorithm A for adaptively chosen
&

message and given identity attack, asking same number of queries as A and has the advantage &' > — (1— g—‘;)

h
Proof. The proof of Lemma 1 is similar to the proof of Lemma 1 in [31].

Lemma 2. Assume that there is chosen message and given identity attacker A against the proposed IBMGSC scheme.
Let A produces a forgery with probability ¢ >10(q, +1) (4, +9y, )/ 2% when asking gy, queries to the random
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oracles H, (1=1,2,3,4)andq,,q, IBMGSC queries, IDBMGUSC queries respectively within the time t. Then there
is an algorithm B to solve g-BDHIP for q = Qp, in the expected time
t' <12068 qh3 (t + O(qe + qu)tp + O(qe )texp)/g +O(qr2;1)tmulti

Where t,,,, t,,; and tare the same as in Theorem 1.

Proof. We are going to use “forking lemma” technique of Pointcheval and Stern [32] to prove our result. In the
preparation phase, B setup similarly as in Theorem 1. Then simulator B starts answering A’s queries throughout the

simulation. Also B makes the lists L, for the random oracles H, (i =1, 2,3,4) to maintain consistency. B initializes a

counter 77 to run A on input (G, P, , ID; ) for a random chosen challenge identity 1D, e {o.1}".

Also to simulate A’s environment in a chosen message and given identity attack, B answers A’s queries to the
random oracles H; (i=1,2,3,4), IBMGSC and IBMGUSC in the proof of Theorem 1. Let us assume A forges a

ciphertext (Y;, X;) for a recipients identity ID, (or a signature (M ;|| b | z; [| ID; , 0) with recipient’s identity ID,,) in
time t with probability & >10(q, +1) (g, + qhs)/2kwhen making 0, IBMGSC queries and g, random oracle queries
on H;. Also 1D, cannot be ID, because of the irreflexivity assumption, so B an extract clean message signature pair
from ciphertext. Therefore in both the case when IDRi =1D,or IDRi # 1D, B has a message signature pair
(m;,b,V,, Z,,ID, ). Note that A does not know the private key corresponding to 1D, . Then by forking lemma there

exists a turning machine A'that runs A sufficient number of times on input (G, P, ,ID,) to obtain two suitable

pub !

! !’ !
related forgeries which gives (m;,b,V,, Z;,ID,)and (m;,b,V, , Z; ,ID,)withV; =V, , in the expected time

. To solve the g-DHIP simulator B runs A’ to obtain two forgeries (M, ,b, V,, Z;, ID,) and

t' <12068 4,

M|~

(m,",b,V,, Z, 1D, )with V, =V, for the same message M, and commitment b .Since both forgeries satisfy the
verification equation, we have (Z;,T;)e(G,G)™ =e(Z;,T5) e(G,G)" Where To =(h +2)G = aG.
Then it gives e(Z, —Z, 'T|D| ) = e(G,G)V"’V;

e((V; -V ) (Z; - Z; ), T,5 ) =e(G,G) and hence Vi* =V -Vi) (Z; - Z )=£G-
a
. . 2
FromV, , B can extract O = L Pas it knows p(x)/x=(5,/X) +qZﬂi x'and eventually computes
a i—0

o = ib/i* ~302 B (a'P) ]: 1 P which is return as a result.
A a

Thus if A makes a forgery in time t with probability £ >10(q, +1) (g, + qha)/Zk, then B solve the g-DHIP in
expected timet’ <12068 q,, (t+o0(d, +0,)t, +0o(d,)t,,)/ e+0 (qf11 ) | -

6. CONCLUSION

In this paper, we proposed an identity based multi receiver generalized signcryption scheme. We also prove the security
of the proposed scheme under the new security model based on g-DHIP and g-BDHIP. Also, proposed scheme is as
efficient as the identity based generalized signcryption scheme by Kushwah et al. [26].
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