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_________________________________________________________________________________ 

ABSTRACT— Generalized signcryption can adaptively work as a signcryption scheme, a signature scheme or an 

encryption scheme jointly with only one algorithm. It is very suitable for the storage constrained environments, 

like smart card, the embedded system and wireless sensor networks. In this paper, we proposed an identity based 

multi –receiver generalized signcryption. We also prove the security of the proposed scheme in the simplified 

modal under the q-DHIP and q-BDHIP. 
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1. INTRODUCTION 

Zheng [1] introduced the concept of signcryption in 1997. Signcryption can realize signature and encryption 

simultaneously with lower computational costs and communication overheads than the traditional sign-then-encrypt 

approach. Since then, many public key signcryption schemes have been proposed [2-4]. 

Identity based cryptography first introduced, in 1984 by Shamir [5]. In this system, public keys of user’s can be 

calculated from their identities information such as name, email addresses, or IP addresses. Private keys of users 

generated by a trusted third party, called a private key generator (PKG). The first identity based signature scheme was 

introduced by Shamir [5] in 1984. Bonech and Franklin [6] first introduce identity based encryption scheme in 2001. In 

2002 Malone Lee [7] proposed the first identity-based signcryption scheme and they also gave the security model. Many 

identity based signcryption schemes have been proposed after [7]. Some of them are [8-16].  

The concept of generalized signcryption scheme proposed by Han et al. [17]; which can work as an encryption 

scheme or a signature scheme or a signcryption scheme as per need. Wang et al. [18] gave the first security model and 

revised Han et al. [17]; scheme. In 2008, Lal et al. [18] proposed the first identity based generalized signcryption scheme 

along with security model. In 2010,Yu et al. [19] pointed out Lal et al. [18] security model is not complete, then they 

modified the security model. Later, Kushwah et al. [20] simplified Yu et al. [19] security model and gave another 

efficient identity based generalized signcryption scheme. Since then many identity based generalized signcryption 

scheme have been proposed [21, 22, 23, 24].  

All of the schemes [17-24] are suitable for one receiver scenario. Han [25] first proposed multi-receiver GSC 

scheme, but this scheme is a trivial n-receiver scheme that runs generalized signcryption repeatedly n times. Han [26] 

proposed a multi- receiver generalized signcryption scheme in 2009. In 2012, Zhou [27] proposed Cryptanalysis and 

Improvement of a Multi-Receiver Generalized Signcryption Scheme. In 2014, Zhou [28] proposed identity based multi-

receiver GSC scheme. In 2015, Cai-Xue Zhou [29] proposed an improved multi-receiver generalized signcryption 

scheme based on CDH problem. In 2015, Mishra [30] pointed out that Han et al.'s [26] multi-receiver GSC scheme is not 

IND-CCA2 secure in the pure encryption mode and hybrid encryption mode and proposed a study on improvement of 

multi-receiver generalized signcryption scheme.  

In this paper, we proposed an identity based multi-receiver generalized signcryption scheme. Using the Kushwah et 

al. [26] scheme we also prove the security of the scheme in the simplified model under the hardness of q-DHIP and q-

BDHIP. The Rest of the paper is organized as follows. In section 2, we define some preliminaries related to this paper. 

Section 3 presents formal model of identity based multi-receiver generalized signcryption schemes and security model. In 
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section 4, we give the proposed IBMGSC scheme. Section 5 analyzes the security of proposed scheme. Finally, 

conclusions are present in section 6. 

 

2. PRELIMINARIES 

Definition 1. (Bilinear Pairing). Let 1G and 2G be two multiplicative cyclic groups of prime order q. A bilinear map 

211: GGGe   satisfies the following properties: 

1. Bilinearity: 
baQPebQaPe ),(),(  for all qZbaGQP  ,,, 1 . 

2. Non-degeneracy: There exists 1, GQP  , such that 1),( QPe . 

3. Computability: There exits an efficient algorithm to compute ),( QPe , for all 1, GQP  . 

       Definition2.  q-Diffie –Hellman inversion problem. Given )1( q tuple )..,,.........,,( 2 PaPaaPP q
 

       to compute P
a

1
is known as q-DHIP. 

       Definition3. q-Bilinear Diffie –Hellman inversion problem. Given )1( q  tuple ),.....,,,( 2 PaPaaPP q
to   

      compute P
a

1
is known as q-DHIP. 

3. FORMAL MODEL OF IDENTITY BASED MULTI-RECEIVER GENERALIZED SIGNCRYPTION 

(IBMGSC) SCHEMES 

 

3.1. Generic Scheme 

      An identity based multi- receiver generalized signcryption scheme consists of the following four   algorithms: 

 Setup: Given a security parameter k, the private key generator (PKG) generates system parameters params and a master 

key s. params is made public while s is kept secret. 

 Key generation: Given input params, master secret key and a user’s identity 1, GQP  , it outputs a partial private key 

UD  corresponding to UID .  

 IBMGSC: To send a message ),....1( nimi   from a sender S to receivers ),....1( niRi  , this algorithm takes input 

),,,(
iRSiS IDIDmD and out puts ciphertext ),,,(

iRSiS IDIDmDIBMGSC . 

 IBMGUSC: This algorithm takes the input ),,,(
ii RSR IDIDD and outputs im and valid if  is a valid multi-receiver 

generalized signcryption of im done by sender S to receivers ),....1( niRi  , otherwise   if  is not valid. 

There is no specific sender (or receivers) when we only encrypt (or sign) a message using IBMGSC. We denote the 

absence of sender (or receivers’) by ID .To only sign or encrypt a message im , use IDID
iR  or 

IDIDS  respectively. Therefore, when IDID
iR  , IBMGSC becomes a signature scheme and output of IBMGSC 

algorithm is a signature of sender SID on the message im and when IDIDS  , IBMGSC becomes an encryption 

scheme and output of the IBMGSC algorithm is merely an encryption of message im for receiver
iRID . If 

IDID
iR  or IDIDS  , then IBGSC works as the signcryption scheme. Thus IBMGSC works in three modes via 

signcryption mode, encryption-only mode and signature-only mode. 

3.2. Security Model 

The security notions for signcryption scheme are indistinguishability against adaptive chosen ciphertext attack (IND-SC-

CCA2) and existential unforgeability against adaptive chosen message attack  (EUF-SC-CMA). WE modify these 

definitions to adapt for the multi-recevier GSC scheme. Namely, a multi-recevier GSC scheme should satisfy 

confidentiality (IND-MGSC-CCA2) and unforgeability (EUF-MGSC-CMA). 
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Definition 4. A multi-receiver GSC scheme is said to be IND-MGSC-CCA2 secure if no probabilistic polynomial time 

adversary has a non-negligible advantage in following game. 

 

    The challenger C runs Setup algorithm to generate the system public parameters and to generate multiple key pairs 

),( **

ii UU IDD where ),....1( ni  . 
*

iUD is kept secret while 
*

iUID is given to adversary A. These key pairs are the 

challenge key pairs. 

 

a. Phase 1:  A makes polynomially bounded number of queries to the following oracles. 

 

 MGSC Oracle: A produces message },....1,{ nimM i   and n arbitrary public keys 
*

iUID and requires the 

result of the operation ),,( *

iJ RS IDMDMGSC for an attacked user’s private key 
*

JSD , ),...1( nj  .  Challenger 

C runs MGSC algorithm and returns the output   to A. 

 MGUSC Oracle: A produces a ciphertext , an arbitrary public key SID of the sender and requires the result of 

MGUSC ),,( *

SU IDD
i

 for the attacked user’s private key 
*

JUD , ),...1( nj  . C runs MGUSC algorithm and returns 

the output of MGUSC to A. 

 

b. Challenge: A produces two message vectors },....1,{ *

0

*

0 nimM i  and },....1,{ *

1

*

1 nimM i  , an arbitrary 

private key 
*

SD , B flips a coin }1,0{b to compute a ciphertext  

),,( ****

SUb DIDMMGSC
i

  under the attacked user’s public keys 
*

JUID , ),...1( nj  . B return 
* to a as a 

challenge. 

c. Phase 2: A is allowed to make polynomially bounded number of new queries as in phase 1 with the restriction that 

A should not query the MGUSC ),,( ***

SU IDD
i

 . 

d. Guess: At the end of this game, A outputs a bit b . A wins the game if bb  .A’s advantage is defined as follows: 

1]Pr[22  bbAdv CCAMGSCIND

A . 

 

Definition 5. A multi-receiver GSC scheme is said to be EUF-MGSC-CMA secure if no probabilistic polynomial time 

adversary has a non-negligible advantage in following game. 

 

    The challenger C runs Setup algorithm to generate the system public parameters and to generate multiple key pairs 

),( **

ii UU IDD , ),....1( ni  . 
*

iUD is kept secret while 
*

iUID is given to adversary A. The key pair cannot be null and is 

considered as the challenge key pair. 

 

a. Attack: A can adaptively perform queries to the oracles as those defined in Definition 4.  

 

b. Forgery: At the end of the game, A produces a ciphertext 
* and n arbitrary receiver’s key pairs 

),...1(),,( ** niIDD
ii RR  . A wins the game if the result of MGUSC ),,( ***

SR IDD
i

 is a valid message 
*

im  under the 

attacked users public key 
*

SID and the i-th receivers secret key 
*

iRD and 
* is not the output of  

),,( **

iJ RS IDMDMGSC , },...,{ **

2

*

1

*

nmmmM  . A’s advantage is its probability of victory.  

 

4. PROPOSED IBMGSC SCHEME 

In this section based on Kushwah et al. [26] scheme, we will propose an identity based multi-receiver generalized 

signcryption scheme. 

 

Set up: Let k be a secure parameter, q be a k bit prime, the PKG chooses two solve 1G and 2G  of same prime order q, a 

bilinear map 211:ˆ GGGe  and P is a generator of 1G .PKG computes ),( PPeg  and defines 

*

1
3}1,0{: q

k
ZH  ,

*2

2
32}1,0{: q

kkn
ZH 


,

*2

3
312}1,0{: q

kkkn
ZH 

 3212 }1,0{}1,0{:4

kkknk
H


 , 
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where 21,kk and 3k denote the number of bits to represent elements of 1G , 2G and identity respectively and n is the 

message bit length. Now PKG chooses 
*

qR Zs  as the master key and set sPPPub  .Publishes the system parameters 

},,,,,ˆ,,,,,,{ 432121 HHHHgePPnqGG Pub .In order to get adaptive outputs we define a function f such that 

0)( IDf  if IDID  else 1)( IDf . 

 

        Keygen: For given ID, PKG computes user U private key PsQD UU

1)(  , where )(1 UU IDHQ  .For ID ,   

        we set GD  is the zero element. 

        IBMGSC: To signcrypt message vector },....2,1,}1,0{{ limmM n

ii  to the intended receiver procedure. 

1. Picks randomly
 

*

qR Zr   and computes  
rgb 

 
 

2. For i = 1,2......l 

a. Computes ),,,(2 iRsii IDIDbmHr   

b. 
ii RRii TIDfrX )(
    

 

                     Where
PubRR PPIDHT

ii
 )(1

 , Note that   ii RifX 0   

c. ),,,,(3 iRSiii IDIDXbmHV   

d. Sii DVrz )(   

e. )}()({|||||| 4 i

i

R

r

Siii IDfgHIDzbmy


  

3. Return ),( ii Xy  

        
IBMGUSS: When receiving , the receiver ,iR gets his signcryption ),( iii Xy and performs the following   

        steps: 

a. Recovers iSii yIDzbm ||||||  if 0iX  otherwise  

b. Computes  ),(
iRii DXew  and recovers  )()((|||||| 4 iRiiSii IDfwHyIDzbm   

c. If  0iz  computes ),,,(2 iRSii IDIDbmHr 


 and accepts the message iff 
ii RRii TIDfrX )(  

      Otherwise compute ),,,,(3 iRSiii IDIDXbmHV  and accepts the message iff  

     bgPPIDHze iv

PubSi 


))(,( 1 . 

        

 

        Consistency:  

                
),(),(

iii SRiRii DTreDXew   

                      ))(,)(( 1 PsQPsQre
ii RRi

                                                       

                      








i

i

r

r

g

PPe ),(
 

               

i
v

gPs
s

Q
s

D
i

vre

i
v

g
Pub

PP
S

IDH
i

ze







))(,)((

))(
1

,(                                                       

              
iv

ssi gPsQPsQvre
  ))(,)()(( 1
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b

g

gg

gPPe

r

vvr

vvr

ii

ii













)(

)(
),((

                               

 

5. SECURITY ANALYSIS 

Theorem 1 (Message Confidentiality). In the random oracle model with secure parameter k, if an adversary A has non-

negligible advantage  against the IND-MGSC-CCA2 security of the multi-receiver GSC scheme running in time t and 

performs ,eq uq IBMGSC queries, IBMGUSC queries respectively to oracles )4,3,2,1( iH i , then there exists an 

algorithm B that solve the q-BDHIP problem for 
1hqq  , with probability  













 





k

hee

k

u

ehh

qqqq

qqq 2

)(
1)

2
1(

)(

3

41


  

With a time exp

2 )()()(
1

tqOtqOtqqOtt emultihpue   

Where expt , multit  and pt are the time for an exponentiation in 2G , a multiplication in 1G and for a pairing computation. 

 

Proof. We show how adversary A used to build a simulator B that attempts to extract 

1

),( PPe on 

input ),....,,( 2 PPPP q . 

 Preparation phase: First B selects },.......,1{
1hql , elements 

*

qRl Z ,  

*

1121 ,....,,,......., qRqll Z   and generate the polynomial   
q

lii ixxp ,1 )()(   to find the coefficient 

*

121 ,........,, qq Z
R

 such tha 



1
0)( q

i
i

i xxp  . B also computes 
*

qili Z   for 

qlli ,...,1,1,........1  . Now B sets   


1
0 )()(q

i ii PpPG  as a public generator of 1G and computes 

random element 1GU  as   
 

1
0 1 )(q

i
i

i GPU  . Here we know that B have no information about a. After that 

B computes 







2

0)(

)(
)(

q

i

i

i

i

i xd
x

xp
xp


and for qlli ,...,1,1,........1   

.)()(
)(

)(

)(

1 2

0











q

i

i

ii

ii

PdPp
p

G 





 

Thus B can compute 11
1
 hqq pairs )

1
,( GD

i

ii





 by the last term of the above equation. The system 

wide public key pubP is chosen as GGUP llpub )(   with private key which is 

unknown
*

ql Zz   . For all qlli ,...,1,1,........1  , B have  )
1

,(),( G
z

D
i

iii





 . 

 Now using input ),( pubPG , B starts the interaction with A. Here A asks the queries to B throughout the simulation. 

 

Simulator: ( 4321 ,,, HHHH ) 

B maintains lists 4321 ,,, LLLL for the random oracles 4321 ,,, HHHH . B initializes 1to and starts answering A’s 

queries as follows. 

 1H Queries: It takes input ID. B answers  to the 
th one such query and increment . B sets the identity ID 

as ID . 
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 
2H Queries: It takes input ),,,(

i
IDIDbmi  .  B checks the list

2L ,it returns a previous value if it exists. 

Otherwise it chooses a random 
*

2 qZh  and returns this value as the answer. It also store this value in the list 2L . 

 3H Queries: It takes input ),,,,(
i

IDIDXbm ii  .  B checks the list 3L ,  it returns a previous value if it exists. 

Otherwise it chooses a random 
*

3 qZh  and returns this value as the answer. It also stores this value in the list 3L . 

 4H Queries: It takes input 
rg

. B checks the list 4L , it returns a previous value if it exists. Otherwise it chooses a 

random   43211,04

kkkkn
h


 and returns this value as the answer. It also stores this value in the list 4L . 

Keygen queries: It takes input an identity
i

ID . B fails if li   otherwise it knows that 
ii

IDH  )(1 and returns  

G
z

D

i

i 







1
. 

IBMGSC queries: It takes input a plain text im and  ),(),(
ii

IDIDIDID Rs  where  
ihi q,....,1,  . If l , 

B knows the sender’s private key of ID is D and can answer the query by following the specification of the 

IBMGSC algorithm. So we assume that l , then B does the following: 

a.  
*

qRi ZV  and 1Gz Ri   

b. Compute bGGePGIDHze iV

publi 


),())(,( 1  

c. Simulates 2H as 
'

2 ),,,( ili rIDIDbmH
i
  and store in the list 2L . 

d. Computes 
i

TrX ii 
' where  pubPGIDHT

ii
 )(1   

e. Set ilii VIDIDXbmH
i
),,,,(3   and store in 3L list. 

f. Simulate 4H  as 44 )),((
'

hGGeH ir   and store in 4L list. 

g. Computes     )}({|||||| 4 i
IDfhIDzbmy liii   

h. Returns ),( ii Xy   

Note that if  IDID
i
 , B answer the IBMGSC query in same way using ID  in place of 

i
ID and return the 

signature ),||||||( lii IDzbm . Also B fails if 3H is already defined but this happens with a probability smaller 

than k
he qq

2

)(
3


. 

IBMGUSC queries: It takes input a ciphertext ),( ii Xy and a receivers identity 
i

ID . If lIDID
i
 . Then B knows 

receivers private key of  
i

ID is 
i

D , B runs the algorithm normally and returns the output to A. Also if 

 IDID
i
 then B is able to given an appropriate answer to A. If lIDID

i
 then B rejects the ciphertext. Across the 

whole game an inappropriate rejection occurs with probability at most 
k

uq 2 .At the end of challenge phase, A produce 

two message vectors ),......,1,{ 00 nimM i  , ),......,1,{ 11 nimM i  and identity ),( **

iRS IDID such that she 

has not made key gen queries on 
*

iRID . Then Adversary A will choose IDIDS *
. If lR IDID

i
*

, B aborts the 

simulation. Otherwise it picks 
*

qRi Z ,   3211,0
kkkn

Riy


 to return the challenge ),( ii Xy where 

1GGX ii   .If we define 



 i and since lz   , we can check that   

publlii PGGzGGX   )( . 

A cannot recognize that 
* is not a valid ciphertext unless she queries 32 , HH or 4H on 

),( GGe . Also in the guess 

stage, her view is simulated as before and her eventual output is ignored. 
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 To produce a result, B fetches a random record from the 
4L list. As 

4L contains no more than )(
4 eh qq   records 

by construction thus with probability
)(

1

4 eh qq 
, B chooses the record which will contain the right element 

 /)(
),(),( ip

PPeGGe  where PpG )( . The q-BDHIP solution can be extracted as follows. If  






























2

0
10

2

0
1

*/1 )(,.,)()(),(
2
0

q

j

i

j

q

i

i

i PGePPeGGe  
 

In an analysis of B’s advantage, following events will cause B to abort the simulation: 

1E  : A does not choose to be challenge on lID  

2E  : a keygen query is made on lID  

3E  : B aborts in the IBMGSC query because of a collision on 3H . 

4E  : B rejects a valid ciphertext at some point of the game.  

We clearly have probability 
1

/1]Pr[ 1 hqE   

And we know that 1E implies 
2E . Also  

k

hee qqqE 2)(]Pr[
33   and 

k

uqE 2]Pr[ 4  .  

Thus we find that 











 


k

hee

k

u

h

qqqq

q
EEE

2

)(
1.)

2
1(

1
]Pr[ 3

1

431  

Also the probability that  selects the correct record from the 4L is .
)(

1

34 hh qq 
 Therefore the advantage of B is  





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The time bound is obtained as there are )( 2

1hq multiplication in the preparation phase, )( ue qq   pairing 

computations and )( eq exponentiations in 2G . 

Theorem 2 (Signature Unforgeability). Assume that there is an EUF-CMA adversary A against the proposed IBMGSC 

scheme. Also assume that A produce a forgery with probability 
k

hee qqq 2/)()1(10
3

 when asking 
ihq queries 

to the random oracles )4,3,2,1( iH i and eq , uq IBMGUSC queries respectively, within the time t . Then there is an 

algorithm B to solve the q-BDHIP for 
1hqq  in the expected time  

multih

k

hupuehh tqtqqtqqtqqt )()2/11(/))()((12068 2

exp 1331
   

Where expt , multit  and pt are the same as in Theorem 1.  

 

Proof. Proof is the combination of the following two lemmas. 

 

Lemma 1. Assume that there is a forger A for an adaptively chosen message and identity attack having advantage 

 against our scheme when asking 
ihq queries to the random oracles )4,3,2,1( iH i  

and eq , uq IBMGSC queries, IDBMGUSC queries respectively. Then there exists an algorithm A for adaptively chosen 

message and given identity attack, asking same number of queries as A and has the advantage .)
2

1(

1

k

u

h

q

q



  

Proof. The proof of Lemma 1 is similar to the proof of Lemma 1 in [31]. 

 

Lemma 2. Assume that there is chosen message and given identity attacker A against the proposed IBMGSC scheme. 

Let A produces a forgery with probability 
k

hee qqq 2/)()1(10
3

 when asking 
ihq queries to the random 
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oracles )4,3,2,1( iH i and eq , uq IBMGSC queries, IDBMGUSC queries respectively within the time t. Then there 

is an algorithm B to solve q-BDHIP for 
1hqq  in the expected time  

multihepueh tqtqtqqtqt )(/))()((12068 2

exp 13
   

Where expt , multit  and pt are the same as in Theorem 1.  

Proof. We are going to use “forking lemma” technique of Pointcheval and Stern [32] to prove our result. In the 

preparation phase, B setup similarly as in Theorem 1. Then simulator B starts answering A’s queries throughout the 

simulation. Also B makes the lists iL for the random oracles )4,3,2,1( iH i to maintain consistency. B initializes a 

counter  to run A on input ),,( lpub IDPG for a random chosen challenge identity  *
1,oIDl  . 

 Also to simulate A’s environment in a chosen message and given identity attack, B answers A’s queries to the 

random oracles )4,3,2,1( iH i , IBMGSC and IBMGUSC in the proof of Theorem 1. Let us assume A forges a 

ciphertext ),( ii Xy for a recipients identity 
iRID (or a signature ),||||||( lii IDzbm with recipient’s identity ID ) in 

time t with probability 
k

hee qqq 2/)()1(10
3

 when making eq IBMGSC queries and 
3hq random oracle queries 

on 3H . Also 
iRID cannot be lID because of the irreflexivity assumption, so B an extract clean message signature pair 

from ciphertext. Therefore in both the case when IDID
iR  or IDID

iR  , B has a message signature pair 

),,,,( liii IDZVbm . Note that A does not know the private key corresponding to lID . Then by forking lemma there 

exists a turning machine A that runs A sufficient number of times on input ),,( lpub IDPG to obtain two suitable 

related forgeries which gives ),,,,( liii IDZVbm and ),,,,( liii IDZVbm


with


 ii VV , in the expected time 



t
qt h3

12068 .  To solve the q-DHIP simulator B runs A to obtain two forgeries ),,,,(
*

liii IDZVbm and 

),,,,(
*

liii IDZVbm


with 


 ii VV for the same message 
*

im and commitment b .Since both forgeries satisfy the 

verification equation, we have 
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0
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0
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  which is return as a result. 

 Thus if A makes a forgery in time t with probability
k

hee qqq 2/)()1(10
3

 , then B solve the q-DHIP in 

expected time multihepueh tqtqtqqtqt )(/))()((12068 2

exp 13
  .  

 

6. CONCLUSION 

In this paper, we proposed an identity based multi receiver generalized signcryption scheme. We also prove the security 

of the proposed scheme under the new security model based on q-DHIP and q-BDHIP. Also, proposed scheme is as 

efficient as the identity based generalized signcryption scheme by Kushwah et al. [26].  
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